One Time Passcode (OTP)

As part of the Citrix upgrade we are changing the way you will connect to the CYC network remotely.
The old method of Entrust is not being renewed; instead we have implemented a new method called
One Time Passcode (OTP) which is electronic and more secure.
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1) Generating your code in OTP Device Manager

Please log on to your CYC desktop. You should find a new icon on your desktop called OTP Device

Manager

OTP Device
Manager

Please enter your usual network credentials and click Submit

Manage Your One-Time Passcode Device for Logging in Remotely to
CYC Applications

Submit

Click Add Device

My Registered Devicas

No registered devices hd -I— Add Device

You'll need to add a short device name, this can be anything. Use your initials if you like.

No registered devices - -I— Add Device

Enter a device name to add Go




You should now see a screen like this. For Mobile users you’ll scan the QR code with your phone
when prompted, for Desktop users it’s the 16 digit code you’ll need.

LCo0e Delow or manus

ted NTISSRMBVZP20JCB ~0 300

Please leave this screen open as you’ll need it shortly!



2) Downloading Microsoft Authenticator

You can use OTP on a mobile device or your home PC to generate a code for your login. There are a
few similar products available but CYC recommend you use one called Microsoft Authenticator. You
will need to either:

Download the free Microsoft Authenticator app onto your smartphone (work or personal) if you
have an Android, Apple or Windows phone. (RECOMMENDED)

& GET ITON
b\ Google Play

# Download on the
L App Store

or

Download Authy for your home computer (again free but less flexible, it’s a bit like keeping your
Entrust card at home in that you can’t then use it with other devices). You will need to do this with
your local browser, not on a Citrix session.

https://authy.com/download/

Under the Desktop heading, choose your operating system

Direct Download

macO5

Windows 32bit

Windows 64bit

If you are a Windows user and are unsure whether it is Windows 32bit or Windows 64bit you should
choose Windows 32bit. Click DOWNLOAD and follow the prompts until the install is complete.


https://authy.com/download/

3) Configuring your OTP app

On an Android mobile

Open the app you’'ve installed. You can swipe though these screens and press Done, or press Skip
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Verification codes for Redirected from

One tap to verify all accounts Outlook or OneDrive?

B4 Outlook

£&& OneDrive

Instead of using text messages or email to
Complete your sign-in attempts to Microsoft receive a verification code, the app generates
accounts with a single tap to approve. them for you. The app supports account
types that use code generators.

Your work or school account may require
you to install this app for additional account
security.

The next screen is about Data Privacy. There’s no harm in leaving it as it is but you can switch it off in
Settings if you prefer

Data Privacy

We gather non-personally
identifiable usage data to help us

improve the app. You can turn this
off in settings. Learn more in the
FAQs available under the Help menu.

OK




Now you’re ready to add the CYC account, press the + button

Wi®.. 0 T .l 76% M 12:25

Accounts

Let's add your first account!

For further assistance, see the Help section
in the menu.

On the next screen press Work or school account. A message will appear about allowing
Authenticator to take picture and record videos, this is for the scanner to work. Press Allow

Tl 76% W 12:25 © T al 76%m12:25

Add account Add account

What kind of account are you adding? What kind of account are you adding?

=. Personal account ® == Personal account ON

[ Work or school account L Work or school account

[ | | [

Other account (Google, Facebook, ® l;l Other account (Google, Facebook, 6
etc.) |

| 5 Allow Authenticator to
take pictures and record
video?

DENY  ALLOW




Now you can scan the QR code you generated on the OTP Device Manager site. Please hold your
phone up to the screen so the QR code appears on your mobile screen.

The set-up should then complete and you should be able to see your account. You should get a 6
digit token which cycles every 30 seconds. When you log on remotely you’ll need the current code.

Wi®.. Q = .l 75%m12:27

Accounts

R otpauth v
rpbssgb@otpauth.york.gov.uk

430870 &

You can now move to step 4, Connecting to CYC.



On an iPhone

Open the app you’ve installed. The first screen advises you about receiving notifications, you can

select either Don’t Allow or Allow. The second is about Data security. There’s no harm in leaving it

as it is but you can switch it off in Settings if you prefer

“Authenticator” Would Like to
Send You Notifications
Notifications may include alerts,

sounds and icon badges. These can be
configured in Settings.

Don’t Allow

eeeee 02-UK 7

We gather non-personally
identifiable usage data to
help us improve the app. You
can turn this off in settings.
Learn more in the FAQs
available under the Help
menu.

OK

You can swipe though these screens and press Let’s get started! or press Skip

sssss 02-UK =

Sign in without a
password

Enter your username, then use
the app to finish sign in.

sssss 02-UK &

—
876422

410321

Add all your accounts

The app supports both Microsoft
accounts and other accounts,
like Github or Dropbox.

esess 02-UK 7

Stay signed in to other
major Microsoft apps
When you add your Microsoft
account to this app, you won't

need to sign in again to other
Microsoft apps like Outlook and

Let's get started!




Now you’re ready to add the CYC account, press Add account

sesee 02-UK 7T 11:48

= Accounts

Ready to add your first
account?

Already have a backup?
Sign in to your recovery account.

Begin recovery

On the next screen press Work or school account. A message will appear about allowing
Authenticator to access the camera, this is for the scanner to work. Press OK

eeeee O2-UK 7

( Accounts

WHAT KIND OF ACCOUNT ARE YOU ADDING?

[l Personal account

1l Work or school account

Other (Google, Facebook, etc.) "Authenticator” Would Like to
Access the Camera

May be needed to scan QR code to
add a new account

Don’t Allow OK




Now you can scan the QR code you generated on the OTP Device Manager site. Please hold your
phone up to the screen so the QR code appears on your mobile screen.

The set-up should then complete and you should be able to see your account. You should get a 6
digit token which cycles every 30 seconds. When you log on remotely you’ll need the current code.

eeeee D2-UK 7T 11:52

— Accounts

(Q otpauth

rpbssgb@otpauth.yor...

988 087 @

You can now move to step 4, Connecting to CYC.
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On a Windows phone

Open Microsoft Authenticator

One tap to sign in to Microsoft

Click the arrow on the right until you are presented with the “Add account” screen

-

Let's add your first account

Add account

Click Add account and choose Work or school account

H ADD ACCOUNT

What kind of account are you adding?

1 Personal account
[ |
=. Work or school account

,Q, Other (Google, Facebook, etc)

Accept the permission request by clicking Yes
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We need your permission

Let Microsoft Authenticator acc fJOUr camera?
To change this later, go to the & 1S app.

Now you can scan the QR code you generated on the OTP Device Manager site. Please hold your
phone up to the screen so the QR code appears on your mobile screen.

The set-up should then complete and you should be able to see your account. You should get a 6
digit token which cycles every 30 seconds. When you log on remotely you’ll need the current code.

= ACCOUNTS

R rpbssgb@otpauth.york.gov.uk

rpbssgb@otpauthyork goviuk

414599 & B

You can now move to step 4, Connecting to CYC.
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On a home computer

Open Authy, select United Kingdom (+44) from the dropdown and enter your mobile number
(without the zero).

© Authy - o IEN

Authy Desktop Edit  Window

<) Authy - o IEN

Authy Desktop Edit  Window

Authy Account Setup

Your Authy account is connected to your phone
number. If you change your phone number,
make sure to update it in the Authy settings.

Authy Account Setup

I
‘ ‘ ‘ Your Authy account is connected to your phone
number. If you change your phone number,

~ Turks and Caicos Islands o make sure to update it in the Authy settings.
(+1649) .
Uganda (+256)
Ukraine (+380) +44 ‘ 2345678912| ‘

United Arab Emirates (+971)

I
United Kingdom (+44) o m

Now enter your email address, work or personal

(] Authy -
Authy Desktop  Edit  Window

Authy Account Setup

Your Authy account is connected to your phone
number. If you change your phone number,
make sure to update it in the Authy settings.

+44 2345678912
jblogs@york.gov.uk

We will contact you at this email if you ever lose access to
your Authy account.
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Verify the account via a Call or Text (SMS) and enter the code given

© Authy - olEl

Authy Desktop Edit  Window

Get Verification Via

Phone Call

SMS Verification

Enter verification code sent to

{your mobile number)

6-digit verification code

Click the Red Plus Icon to add your account. You can now enter the key from OTP Device Manager

by typing or using copy and paste.

(=] Authy - o IEN
Authy Desktop  Edit  Window

@ Authy - oIEH

Authy Desktop Edit  Windowr
| You don't have any accounts. <— Add Account ]
| Add your first

You can add Authenticator accounts such as
@ Gmail, Facebook, Dropbox and many more
using Authy. For the time being it is not possible
I to scan QR codes, but you can add accounts by
entering the code provided by the service in
which you want to enable 2FA.

I Enter Code given by the website

XWAE4SHSKDDeP2C2

@ & {c}} Add Account
Tokens Requests Settings
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Enter an account name in the format cycusername@otp.york.gov.uk and select a logo colour

=) Authy - o IEN
Authy Desktop  Edit Window

&— Account Name and Logo

jblogs@otp.york.gov.uk

e Generic Black I
0 Generic Blue
9 Generic Green

Q Generic Orange v

g Generic Purple

-

Token length@® @ 6digit © 7-digit © 8-digit

fs) ] e

Tokens Requests Settings

You can test your account by clicking it. You should get a 6 digit token which cycles every 30 seconds.

Y

jblogs@otp.york.gov.uk

693 265
changesin () seconds

When you log on remotely you'll need the current code.

You can now move to step 4, Connecting to CYC.

15


mailto:cycusername@otp.york.gov.uk

4) Connecting to CYC

The new CYC Application Portal looks like this. The address is https://myapps.york.gov.uk

Please write it down and save it to your favourites so you have it when you first log on using this
method.

Welcome to the CYC Application Portal. Please log on to continue

Submit

You are about to log in to City of York Council's private network. All
authorised users of this network abide by the Electronic
Communications Policy, which is available on the Intranet (COLIN), or
from HR. Logging in is an acceptance of the terms and conditions of
this policy. Unauthorised access by any individual may lead to
prosecution.

If you require assistance please refer to the how to guidance at
https://www.york gov.uk/ictportal

To logon simply submit your CYC credentials (User name and Password) along with the Token
(Passcode) from your OTP device.

We hope that you will find this method easy to use and hassle free. Please remember you are still
bound by CYC’s Electronic Policy whilst you are logged on.
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